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Citizens Need Good Risk
Communication in Order to

Respond to acute situations

Deal with the immediate aftermath

Deal with chronic situations

Participate in policy making
screening, detention, intervention...

Maintain social solidarity
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Officials Need Good Risk
Communication in Order to

Provide practical information
Develop behaviorally realistic plans
Secure informed consent of the governed
Maintain national morale
Create warranted trust,
by demonstrating candor and competence
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Strong Citizen Support for...

Provide Americans with honest, accurate
information about the situation, even if the
information worries people.

(mean=3.6; 1=strongly disagree, 4=strongly agree)
(National samples: Nov 2001; N=973; Nov-Dec 2002; N=591
(Lerner et al., 2003; Fischhoff et al., 2003)
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The Standard of Practice

Integrate risk analysis
and risk communication

Determine the facts most relevant to the decisions
facing the audience. Communicate them in an
efficient, comprehensible way.
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CAN/CSA-Q850-97
Risk Management:
Guideline for
Decision-Makers

A National Standard of
Canada
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Note: Risk communication with stakeholders s on important part of eoch step in the decision process.

Figure 2
Steps in the Q850 Risk Management Decision-Making
Process — Simple Model
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Other Advocates Include

National Academy of Sciences

Presidential/Congressional Commission on Risk

American Chemistry Council
US EPA

Royal Commission on Environmental Pollution
Cabinet Strategy Office

HM Treasury
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Execution Requires

Domain specialists in the processes creating
and controlling the risks

Risk and decision analysts, identifying
information critical to choices

Behavioral scientists, for designing and
evaluating messages

Communication specialists, for disseminating
messages and fielding queries
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Execution Requires

Domain specialists 1n the processes creating
and controlling the risks

Risk and decision analysts, identifying
information critical to choices

Behavioral scientists, for designing and
evaluating messages

Communication specialists, for disseminating
messages and fielding queries

All working on their own tasks
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So, No...

Psychologists inventing physics, medicine,...

Engineers, physicians ... pushing pet theories
of citizen competence

Public affairs staff spinning the facts

Analysts independently defining value-laden
terms (risk, benefit, equity...)
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Definitely Not

Physics, Bio ... 0.101

with “basic facts that any citizen should know”
“Messaging sessions,”
with “experts” determining content by fiat

Confident guidance without strong evidence
“so people have a feeling of control”

Universal guidance
when people’s values and circumstances vary
Charisma per se
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A Straightforward Process

gather information about risk

1dentify the facts critical to audience decisions
elicit audience beliefs and values

refine the set of critical facts

draft and test communications

evaluate adequacy of product; iterate as needed
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Barrier #1
Lack of Relevant Risk Analyses

Worst case: No one has 1dentified relevant
factors, much less assembled evidence
regarding their importance.
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A Possible Partial Solution:
Create a Simple, Inclusive Model

Identify main strategies, outcomes, and uncertainties.
Express them as potentially measurable variables.
Infer relationships among these variables.

Have experts review the draft model; revise.

Assemble evidence, test with scenarios, run model ...
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Imagine Wanting to Communicate
Procedure and Rationale for ...

Using masks

Sheltering 1n place

Getting smallpox vaccination
Not using antibiotics

Repopulating contaminated area



A model for predicting compliance
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Uses for a Model

Quantitative predictions

Knowledge management

Staffing needs assessment
Stimulus/checklist for strategy design
Structuring briefings

Communication design and evaluation
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Barrier #2
Behaviorally Unrealistic Analyses

Worst case: Authorities assume that plans
(technologies, etc.) are complete and work
perfectly.
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Two Invitations to
Add Behavioral Realism



Carnegie Mellon

Department of Social & Decision Sciences
Department of Engineering & Public Policy

Invitation #1

“We’ve got the contract for modeling
[biohazard]. We know 1t depends on things like
whether people notice symptoms, get
vaccinations, sue for side effects, obey
quarantines, believe that loved ones are cared
for ... Can you come to [X], VA, to give us the
numbers for behavior?”
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How Could Any One Person?

Know all the relevant research?

Represent 1ts uncertainty and controversy?
Give 1t all in a day?

Ensure that the model 1s properly framed?
Understand the 1nitial conditions?
Monitor 1ts use?
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Invitation #2

“In estimating surge capacity during an attack,
what ratio of ‘worried well’ to actual casualties,
should we expect?”
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How Could Any One Number?

Capture the range of
initial conditions
definitions of “worried well”
the uncertainties in the literature
Avoid
feeding disrespect for the public
neglecting system design
pretending research has been done
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And the Answer Is:

A multiplier of between 1.02 (Just those
who somaticize stress) and 1 million (with
very bad communication).
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Possible Partial Solution

Identify the people creating and executing
the plans.

Ask the simplest questions about their
behavior.

Have a behavioral scientist review answers.
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Barrier #3
Misconceptions about the Public

Worst case: Sweeping generalizations about
public competence (or incompetence) obscure
its actual information needs.
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Many Strong Opinions, Based on

assertion
selected research evidence
anecdotal observation

sometimes motivated, by those hoping to
depict the public as competent (or
incompetent)
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Cognitive Research Indicates That

People tend to do sensible things if:

They get relevant information in a concise,
credible, comprehensible form and are
judged by their own goals.
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Emotion Research Indicates That

Emotions can
both mobilize and confuse
be cause and effect of poor decision making
affect choices at the margin
be exaggerated by motivated observers
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Sociological Research Indicates That

People do not panic, unless they:
Perceive an intense, incomprehensible threat
and

Lose faith in the competence and credibility
of their authorities.

(defining “panic” as collective hysteria, not orderly
evacuation, 1insurrection...)
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Possible Partial Solution

Assume that, if you can get the story, you
can get a hearing.
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Barrier #4
Failure to Consult with Public

Worst case: Imposing poorly understood and
socially unacceptable plans, undermining
social cohesion and faith in authorities.
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Possible Partial Solution

Stimulate structured, informed debates.
Reprise their content 1n crises.
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One Possible Opportunity:
Setting Decontamination Standards

Conduct a socially credible, scientifically
informed discussion of standards for specific
scenarios, protecting other standards
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Pose Questions Like

Would I accept a 1 1n a million additional
cancer risk, rather than be stuck in a motel
for six months?
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A Properly Prepared Dialogue Might

convey relevant information
demystify threat

create community of concern
connects scientists and citizens
reduce post-attack disarray
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Effective Execution

requires collaboration among domain
specialists, decision analysts,
communicators, practitioners, and patients
(or their representatives).

Missing any ingredient undermines the
communication strategy.
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Poor Execution Can...

undermine effective lay decision making

create feelings of helplessness

erode public faith in authorities

erode authorities’ faith in the public

erode the social coordination produced by
sharing trusted information sources
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Conclusions

Communication about risks requires
understanding the risks as they pertain to the
audience’s interests (1.e., integrating risk
analysis and communication).
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Conclusions

Such communication will be easier with prior
* risk analyses
e empirical testing of prototypical messages
e public consultation on i1ssues
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